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Abstract—With unparalleled flexibility in management and
resource scaling, cloud computing is widely adopted and growing.
Cyber threats targeting cloud instances require security solutions
as much as physical infrastructures. Although traditional host-
based and network-based security tools can be deployed to detect
malicious activities within a cloud instance, they are not suitable
for monitoring activities specific to cloud environments such as
cloud resource management and authentication.

In this paper, we systematically investigate the effectiveness of
cloud telemetry logs, for cybersecurity monitoring and defense.
While cloud infrastructures provide telemetry logs to help cloud
users and administrators monitor various activities such as
performance or resource management, there remains limited
understanding of the extent to which these logs capture evidence
of attacks, the types of attacks they can reveal, and their
effectiveness across platforms. To address this gap, we conduct
35 attacks categorized under the MITRE ATT&CK framework
on three major cloud infrastructures, and collect telemetry logs
under both control and attack scenarios. Through differential
analysis, we identify which log fields are impacted by specific
attacks, assess platform-level consistency, and characterize gaps
in log observability. Our new findings show that default telemetry
configurations reflect 45~48% of the attacks, while enabling
extended logging increases this to 65~88%, depending on the
platform. We also evaluate the cost-effectiveness and performance
overhead of telemetry logs, demonstrating minimal deployment
costs to enable the extended logging.

Index Terms—Cloud Platforms, Telemetry Logs, Security

I. INTRODUCTION

Cloud computing provides businesses with unparalleled
flexibility in managing IT resources and infrastructures, which
has led to a growing reliance on this technology across diverse
industries [16], [11]. The increasing utility and criticality of
cloud computing introduces the evolving threat landscape.
Cloud instances have become a target of traditional threats [40]
such as malware injection [35], hijacking execution flow [26],
etc. Besides these, new forms of attacks specifically target-
ing cloud environments such as abusing cloud management
services (e.g., Cloud Administration Command in [29]) as
well as classic attacks reengineered to attack virtualized cloud
resources (e.g., Data Destruction) have emerged.

Detection of cloud instance attacks hinges on compre-
hensive and timely data availability. Many attack detection
and forensic analysis methods depend on key contextual
information, such as the actor, action, timestamp, and af-
fected resources. Cloud telemetry logs, cloud vendor-specific
collections of event records, capture this salient contextual

information. In this study, we evaluate their effectiveness as a
key data source for attack investigations.

Security professionals often use log-based security solutions
like Host-based Intrusion Detection Systems (HIDS) [42],
[18], [23], [6] for traditional on-premise instances, informed by
multiple types of monitoring information such as system-level
logs, system call sequences [42], [6], call stacks [18], and sys-
tem call arguments [23], to detect and respond to threats. These
methods can also be applied to Infrastructure-as-a-Service
(TaaS) resources (e.g., Virtual Machines) where system log
information is available inside a deployed instance. However,
the virtualized, distributed, and heterogeneous nature of cloud
environments poses challenges to collecting these data sources.
This is especially evident in the case of Platform-as-a-Service
(PaaS) or Software-as-a-Service (SaaS) resources [15], which
represent a large portion of cloud providers services (e.g.
AWS S3), as access to such information is often unavailable
where operating systems, middleware, or runtimes are virtual-
ized. Furthermore, actions which exploit a cloud subscription
configuration (e.g. Identity and Access Management (IAM)),
potentially impacting all services within a compromised cloud
subscription, can only be observable, if at all, through cloud-
provided data.

We observe that cloud telemetry logs contain the types of
information necessary for security monitoring. These logs are
designed to offer insights into security, performance, account-
ing, pricing, and deployment requirements. They typically
include details such as user identifiers, application activities,
network activities, and accessed resources [36], [28], [12],
[13], [14]. Since cloud telemetry logs capture resource-specific
features using cloud system instrumentation code, they can
gather more detailed action information. For instance, access
to object-level storage in database services is recorded. As
certain features are enabled by default, and others can be
selectively activated, they provide cost-effective monitoring.

While cloud providers offer subscription-based security
services (e.g., AWS GuardDuty, Azure Microsoft Defender,
GCP Security Command Center), their implementations are
often black-boxed, making their limitations difficult to assess,
and their adoption remains limited [4]. Some of these services
incorporate cloud telemetry logs as input [38]; however, the
lack of detailed information about which telemetry logs are
utilized and how they are leveraged positions this paper as a
complementary contribution to existing cloud security. Specif-
ically, the correlation between individual telemetry events and



concrete attack behaviors, as well as the overall effectiveness

of cloud telemetry logs in revealing forensic evidence of

attacks, remains insufficiently explored, thereby motivating the
necessity of this study.

In this paper, we explore the capacity of cloud telemetry
logs for detecting attacks in cloud environments. We conduct
a novel systematic investigation to understand the types of
information these logs capture, identify which attacks leave
detectable traces, and analyze how attacks influence the log
content. To this end, we collect and analyze telemetry logs
from instances provided by three major cloud providers:
Amazon Web Service (AWS), Google Cloud Platform (GCP),
and Microsoft Azure. Our evaluation spans 35 different types
of attacks across eleven attack categories in the MITRE
ATT&CK framework [29], for which we collect logs both in
the presence and absence of these attacks.

We perform systematic differential analysis to compare
control logs with those affected by attacks to identify whether
and how the telemetry events are influenced. Our analysis
reveals that while telemetry logs exhibit consistent structure
for each event type, the level of consistency and detail
varies across platforms. We further characterize which attacks
produce observable differences in log content, and identify
which types of log fields are critical for detecting different
classes of attacks. These findings uncover platform-specific
logging gaps and highlight the potential of telemetry logs
as a lightweight yet informative detection surface. Finally,
we validate the feasibility of telemetry-based detection by
implementing a deep learning—based detection mechanism
guided by our empirical insights.

In summary, we make the following contributions:

« We undertake a comprehensive investigation across multiple
cloud platforms, cloud resources, and attack scenarios to
assess the availability and consistency of attack data in a
variety of cloud telemetry logs.

« We develop a systematic approach to evaluate the presence
and evidentiary content of attack-relevant data in cloud
telemetry logs.

o Our differential analysis demonstrates that attacks have a
measurable impact on cloud telemetry logs and identifies
which categories of log configurations, attack types, and
targeted resources are most visibly reflected in the telemetry
data.

II. BACKGROUND: CLOUD TELEMETRY LOGS

Cloud providers assign various IT resources to users, includ-
ing computing power, storage capacity, network infrastructure,
and application services. In cloud environments, monitoring
systems play a crucial role in providing visibility into the
usage, performance, and operational status of these resources,
similar to traditional on-premises IT setups. Cloud monitoring
systems enhance transparency by collecting telemetry data,
enabling users to gain insights into resource utilization and
system behavior. The collected logs are further analyzed and
utilized to trigger actions, such as generating alerts or initiating
automated responses.

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",
"invokedBy": "cloudtrail.amazonaws.com"
I
"eventTime": "2025-01-02T16:54:022",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"sourceIPAddress": "cloudtrail.amazonaws.com",
"userAgent": "cloudtrail.amazonaws.com",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": { [...] },
"keyId": "arn:aws:kms:us-east-1:11111111:key/2222..."
by
"responseElements": null,
"requestID": "33333333-3333-3333-3333-",
"eventID": "44444444-4444-4444-4444-444444444444",
"resources": |
{
"accountId": "11111111",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-east-1:11111111:key/2222..."
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "11111111",
"eventCategory": "Management",

Listing 1: An example of a cloud telemetry log (CTL) entry
from AWS is listed.

These monitoring solutions serve a variety of purposes,
such as supporting accurate billing based on resource con-
sumption, optimizing performance by diagnosing and iden-
tifying issues, and ensuring compliance with service-level
agreements (SLAs). Given the significance of monitoring in
cloud operations, most leading public cloud providers offer
monitoring as part of their service portfolios. For instance,
AWS provides CloudWatch, Microsoft Azure offers Azure
Monitor, and Google Cloud delivers Cloud Monitoring.

The scope of data collection encompasses metrics, logs,
traces, and events; however, for clarity and consistency, we
use the term ‘telemetry log’ as a generalized reference with-
out distinguishing between these specific types. The details
regarding what information is gathered, how specific it is, and
how it is structured often depend on the provider’s architecture
and the service being monitored.

The telemetry logs can be categorized based on their asso-
ciated services or resources, such as IAM (Identity and Access
Management), KMS (Key Management Service), virtual ma-
chines (e.g. AWS EC2), and others. Typically, each log entry
includes the origin of an event (e.g. user identity and source IP
address), metadata about the event (e.g. timestamp, associated
resources, and event name), and detailed information specific
to the event. The telemetry logs are provided in JSON format,
with the structure and features of each entry varying depending
on the log type, detail level, or log version. For instance, when
a data key is generated by the KMS service, the log entry
contains detailed key information, such as key specification
and key identifier as shown in Listing 1.

When a user creates a cloud instance, certain logs are en-



abled by default to ensure baseline monitoring and compliance.
Some of these logs are mandatory and cannot be turned off,
as they are critical for system integrity and security (e.g.,
audit logs or system activity logs). However, other logs can be
enabled or disabled based on user preferences and operational
needs. In addition to the default logs, users have the option
to enable additional logs to gain deeper insights into specific
activities. For instance, to monitor object-level API actions
in AWS S3, such as DeleteObject, the user should explicitly
activate object-level logging. These additional logs provide
fine-grained visibility into resource usage and security events.

III. THREAT MODEL AND ATTACK SCOPE

We assess cloud telemetry logs to determine their evidential
value for detecting attacks on cloud-hosted user systems. Our
analysis is based on three assumptions about the integrity of
the cloud platform and log management mechanism: (1) the
attacker does not have access to the cloud provider’s system,
(2) the attacker has no ability to edit the logs at rest or in
transit, and (3) the generated logs are accurate and retain their
integrity throughout creation, transit, and storage.

To evaluate a range of attacks that generate system events
detectable via cloud resource requests or manipulation of a
system hosted on a cloud platform, we refer to the MITRE
ATT&CK framework [29], a comprehensive knowledge base
that categorises adversarial tactics and techniques observed in
real-world cyber threats. This framework characterizes 227
attacks across 14 categories. The categorizations represent
differing stages of an attack such as “Initial Access”, “Per-
sistence”, and “Resource Development”.

To assess the detectability of a broad range of attacks using
cloud telemetry logs, we selected a representative subset from
the MITRE ATT&CK framework according to the following
criteria. Each attack was required to be cloud-executable,
meaning it is performed in the victim’s cloud environment;
reproducible, able to be performed consistently on cloud
resources relying on publicly available tools; and ethically
feasible, excluding attacks that target the underlying cloud
platform and focusing solely on user-controlled instances.
Additionally, to maximize coverage, we prioritized diversity
in attack behaviors, avoiding redundant or minimally varying
patterns. All attacks chosen are outlined in Table I.

We additionally categorize the attacks into four distinct
levels of attacker cloud instance permissions. For certain
Credential Access attacks, such as Brute Force and the Ex-
ploitation of Unsecured Credentials, we assume the attacker
has no access to the cloud instance, denoted as “A.1”. In
contrast, for some Initial Access attacks, we assume the at-
tacker has access to a cloud-hosted website, denoted as “A.2”.
Additional Credential Access and Initial Access attacks, along
with some Lateral Movement attacks, assume the attacker
has constrained, low-level user access to the cloud instance,
denoted as “A.3”. For attacks under the Persistence, Command
and Control, Collection, Execution, Impact, and Privilege
Escalation categories, we assume the attacker possesses the
minimum privilege access required to execute the malicious

actions, denoted as “A.4”. The attacker’s initial access level
per attack is presented in the "Access" column of Table I.

IV. DESIGN OF CLOUD TELEMETRY ANALYSIS

In this section, we outline our methodology for comparing
logs generated during an attack with those from control
scenarios under identical resource configurations but without
malicious activity. Through comparative analysis of these logs,
we identify distinctive patterns that could indicate malicious
activity. Through this methodology, we evaluate the effective-
ness of these logs for attack detection.

For our cloud telemetry analysis, we select the top major
cloud service platforms for our targets: Google Cloud Platform
(GCP), Microsoft Azure (Azure), and Amazon Web Services
(AWS). In cases where the attacker has access to the cloud
subscription, attacks are performed utilizing each individual
platform’s provided command-line interface. While we use the
details and terms of these cloud platforms, our approach is
generally applicable to any cloud service.

A. Scope of Cloud Resources Tested

The resources involved in each attack are chosen based on
the specific requirements of the individual attack. This paper
aims to analyze a diverse set of cloud-generated logs. There-
fore, we prioritize, when possible, cloud-native resources that
offer the highest level of abstraction. For instance, although
cloud-hosted virtual machines include storage capabilities, for
attacks involving data storage, such as “Data Destruction” or
“Defacement”, we instead use cloud storage services: GCP
Cloud Storage, AWS S3, and Azure Storage.

It is important to note that MITRE ATT&CK attack tech-
niques are defined broadly, and each can be implemented
in multiple ways depending on context and environment. In
this work, we select implementations that emphasize diversity
and richness in log generation across platforms. However,
alternative implementations are certainly valid and may yield
different telemetry characteristics.

Table I provides a generic category of the relevant resources
used for each attack as “Event Sub.” (Event Subscription),
“TAM” (Identity and Access Management), “KMS” (Key Man-
agement Service), “Secrets Mgr.” (Secrets Manager), “SQL”,
“Storage”, and “VM” (Virtual Machine). The platform specific
resources used corresponding to the resource categories in
Table I are provided in Table II.

The virtual machine instances are Linux-based unless oth-
erwise noted in Table I. For AWS we utilize Amazon Linux
machines rooted in Fedora and Ubuntu, GCP attacks use
Debian 11 and Windows Server 2016, Azure’s also implements
Debian 11 as well as an Azure Core Windows 2022 machine.

B. Cloud Telemetry Log Collection

We collect logs from four cases, each repeated 10 times,
to validate cloud log collection reliability and account for
potential inconsistencies across iterations: two telemetry log
configurations, Default and Additional, and two user action
scenarios, Control and Attack.



Table I: Attack Categories and Description

Ref. ID MITRE Cat. MITRE Attack Resource  Access Payload Description
C.0 Collection Archive Collected Data Storage, KMS A4 Enforce Encryption on Bucket
C.1 Collection Automated Collection Storage A4 Automatically move files for exfiltration
C2 Collection Clipboard Data Win./Ubuntu VM A4 Exfiltrate VM clipboard contents
C3 Collection Data Staged Storage A4 Duplicate Storage files for exfiltration
CA.0 Credential Access Brute Force IAM A.l Guess Keys to bypass access controls
CA.l Credential Access  Credentials from Password Stores IAM, Secrets Mgr. A3 Steal key in Secret Mgr. as low-level user
CA2 Credential Access Steal App. Access Token IAM, Storage, A3 Steal key from Storage as low-priority user
CA3 Credential Access Unsecured Credentials IAM, Storage Al Allow public access to stored Key
CAC.0 Command & Ctrl. Ingress Tool Transfer VM A4 Retrieve information about VM users
CAC.1 Command & Ctrl. Remote Access Software VM A4 Install remote desktop access on VM
E.0 Execution Cloud Administration Command VM, IAM A4 Assign user role from compromised VM
E.1 Execution  Command & Scripting Interpreter VM, IAM A4 Manipulate user account from VM
E.2 Execution User Execution VM A4 Copy Malicious script to Cloud Hosted VM
Ex.0 Exfiltration Automated Exfiltration  Storage, Event Sub. A4 Automatically Copy Data from Cloud
Ex.1 Exfiltration Scheduled Transfer Storage, Event Sub. A4 Scheduled Data Exfiltration from Cloud
1.0 Impact Account Access Removal IAM A4 Disable and Erase Service Account
1.1 Impact Data Destruction Storage A4 Destroy storage bucket and files
1.2 Impact Data Encrypted for Impact Storage, KMS A4 Compromise data through Encryption
1.3 Impact Data Manipulation Storage A4 Duplicate files for stealthy exfiltration
1.4 Impact Defacement Storage A4 Replace user file with malicious file
L5 Impact Disk Wipe VM A4 Detach disk from VM, Delete Disk
1.6 Impact Endpoint Denial of Service SQL, VM (GCP) A2 Consistently transmit data to website
1.7 Impact Inhibit System Recovery Storage A4 Disable storage versioning and recovery
1A.0 Initial Access Drive by Compromise SQL, VM (GCP) A2 Exploit a SQL based website
1A.1 Initial Access Exploit Public Facing App. SQL, VM (GCP) A2 Use a website text box to inject JavaScript
1A2 Initial Access? Valid Accounts IAM A3 Unauthorized Authenticate as User
LM.O Lateral Mvmt. Exploitation of Remote Services VM A4 Anonymize SSH caller with Tor call to VM
LM.1 Lateral Mvmt.d Use Alt. Auth. Material IAM, Storage A.3  Steal Data by impersonating high-priority user
PO Persistence Account Manipulation IAM A4 Escalate and Revoke Privileges
P.1 Persistence Create Account IAM A4 Create a malicious service account
P2 Persistence Event Triggered Execution  Storage, Event Sub. A4 Deploy an event trigger to automate actions
P3 Persistence Implant Internal Image VM, Storage (GCP) A4 Import malicious VM image to cloud
P4 Persistence Scheduled Task/Job  Storage, Event Sub. A4 Deploy a timed trigger to automate actions
P5 Persistenced Traffic Signaling VM A4 Signal vulnerable VM with Network Calls
PE.O Privilege Esc.d Access Token Manipulation IAM A4 Generate Compromising Account Key

d indicates attack overlap with “Defense Evasion” category

Table II: Attack Resources Used (Acronyms per §IV-A)

Resource GCP AWS Azure
Event Sub. Eventarc Lambda Function & Logic Apps
1AM IAM 1AM Users AD Service Principals
KMS KMS KMS Storage Encryption
Secrets Mgr. Secrets Mgr. Secrets Mgr. Key Vault
SQL SQL MySQL RDS MySQL SQL Serverless
Storage Cloud Storage S3 Storage
VM Compute Engine EC2 Virtual Machines

Default Log Configuration. The first log configuration,
enabled by default, is intended for cloud users who do not
actively review logs and have not modified the default settings,
as explained in §II. Through testing, we gathered 12 types of
default logs from GCP, including “Cloud Audit Activity” and
“System Event”. In comparison, AWS offers only one log type,
“Management’, and Azure provides just two: “Administrative”
and “Policy”.

Additional Log Configuration. The second log configuration
extends the default configuration with additional supplemental
logs enabled on each cloud platform, covering both audit-
level and resource-specific data. Because logging mechanisms
may evolve with platform updates, we provide a high-level
overview of the categories of additional logs used in our
analysis. Full details of the specific logs enabled in this study
are provided in the appendix.

To support comprehensive and consistent analysis across
platforms, we enable audit and diagnostic logs beyond the
default configurations on GCP, AWS, and Azure. On GCP,
this includes organization-level audit logs that capture ad-
ministrative actions and data access events. On AWS, we
configure CloudTrail to collect both management and data
events across key services such as S3, Lambda, DynamoDB,
along with SQL general logs. Azure provides a combination
of subscription-level and resource-specific diagnostic settings,
which we configure to capture both high-level service insights
and fine-grained activity at the individual resource level.



Table III: Control Log Sets Ucopniror (Ex.: Attack PE.O)

delta logName methodName ... resourceName
0 Activity iam.createaccount ... projects/A
65 Activity iam.deleteaccount ... serviceaccounts/***

Table IV: Single Attack Log Set (Ex.: Attack PE.O)

delta logName methodName ... resourceName
0 Activity iam.createaccount ... projects/A
3 DataAccess iam.getiampolicy ... serviceaccounts/***
9 Activity iam.create[...]key ... serviceaccounts/***
70 Activity iam.deleteaccount ... serviceaccounts/***

The logs produced through these extended configurations
offer deeper visibility into cloud activity and enable more
detailed analysis of system telemetry. We refer to this en-
hanced logging setup as the “Additional Log Configuration”.
Throughout this paper, we compare this configuration with the
“Default Log Configuration” described earlier.

Control Scenario. We implement a control scenario to
isolate and collect baseline logs (i.e., control logs) that are
independent of attack payloads and to assess non-determinism
across repeated executions. Control logs are generated by pro-
visioning and de-provisioning the specific resources targeted
by each attack type. Our objective is to determine whether
attack-relevant evidence exists and to characterize its nature;
thus, increasing the volume or complexity of control logs is
unlikely to affect the presence or composition of this evidence.
Table III shows a subset of these control logs, cleaned for
readability.

Attack Scenario. To create the attack scenario, we incor-
porate attack payload actions between provisioning and de-
provisioning. The logs retrieved from these scenarios are the
attack logs and are exemplified in Table IV.

C. Attack Visibility in Telemetry Logs

We consider an attack to produce evidence in the telemetry
logs, and thus be visible, if its execution results in log entries
that differ from those generated under equivalent control con-
ditions. This visibility demonstrates the feasibility of detecting
attacks on a cloud subscription through telemetry log analysis.

Visibility Definition. Any attack that consistently demon-
strates detectability in the cloud logs, indicated by payload-
related attack log divergence from the collected control logs
and verified as logically payload correlated through manual
analysis, is considered "visible" in the cloud telemetry logs.
An example of divergent attack logs, determining visibility,
for attack PE.O between Table III and Table IV is shown in
the bolded second and third rows of Table IV.

Log Assessment. Attack log divergence is identified via
complex set difference analysis, where logs that fail to merge
with a maximal control log set on a per-entry basis are
deemed divergent. Log comparison is done separately for each
combination of attack (a), platform (p), and log configuration

Algorithm 1: Visibility Determination Algorithm

Data: D «+ [Collected_Datasets], U, is_control,
Result: U = Merged Datasets, Visible[d] = d\ U

1 for d in D do

2 U, + U,

3 | Visible[d] « 0;

// Compare Log Sets

4 for entry in d do

5 t < entry[‘delta’]

Ue — {u e Uj: |u['delta’] — t| <€}

6 m <— merge(U,, entry) ;

7 if m # () then

8 Zm < Mindex [0]’

9 U, <+ U; — Ui[ida:m, Z};

10 else

11 if is_control then

12 | U« UUentry;

13 else

14 L Visible[d] + Visible[d] U entry;

15 | U <« sort(U, ‘delta’);

(c) through three steps: Cleaning, Merging, and Manual Veri-
fication.

Cleaning. The collection of logs for offline analysis presents
several formatting challenges, including nested log formats,
insignificant unique identifiers, and irregular multi-log events
originating from the same user action. All logs provided as
nested JSON objects are flattened and merged into a single
dataset per attack and platform. Events are sorted by times-
tamp, then transformed into time deltas relative to the first log.
Some telemetry logs represent a single user action or non-
deterministic system events. In Azure logs, the “operationld”
groups all logs from a single invocation; we retain only
the initial log of each “operationld” to avoid redundancy.
These logs contain event information such as “BeginRequest”,
or “EndRequest”. However, these logs are not consistently
generated; not all “EndRequest” logs have a corresponding
“BeginRequest” and the converse is also true. This results in
numerous inconsistencies in the Azure logs, making analysis
and payload identification particularly challenging. Similarly,
in AWS cloud logs, we remove log entries related to system
activities that do not correspond to user actions. We discard
columns containing only random log or event identifiers, as
well as timestamp data previously captured by delta values.
When random identifiers appear within otherwise consistent
fields, only the variable portion is removed.

Merging. After standardizing the logs, we merge D, the set
of 10 individual test run log datasets, to construct a single
union log set, Ugonyrol- This set represents all possible control
log entries for a given scenario, reducing the likelihood that
inconsistencies in log generation are mistakenly attributed to
the attack payload.



We obtain Ucopyor With Algorithm 1 having input D, U
(), and is_control = True. Each dataset of log entries,
d, in D is iteratively compared against U, a subset of all
previously merged log entries not already discovered in d, U;,
within an € bounded time frame (Lines 5-6). If the inner join
between the current log and this subset, U, yields a non-empty
set (Line 7), it indicates the presence of an identical log in U;.
We then remove the earliest matching log so that it may not
be matched with any subsequent entries in d (Lines 8-9). If
no match is found, this entry is added to U as a previously
unseen control log (Line 12).

For each attack log dataset, any logs that cannot be merged
with a log in the corresponding control dataset are tentatively
attributed to the payload actions, indicating that the payload
may be detectable through log analysis. When merging the
attack datasets, the approach is similar to that of the control
but differs in two places. First, we provide the unified dataset
created by merging the control datasets, Ucontror, as the initial
U dataset, rather than an empty dataset as in the control case,
as well as setting is_control = False. Second, in the
case where a matching entry is not found during the inner
join, we add the entry to the Visible data for the given attack
test (Line 14) as we are now comparing the log entries of d
with the control log entries. If the Visible dataset for a given
attack test is not empty, then we assign tentative visibility to
be ‘True’ as this test shows payload dataset divergence from
the control data, U.opnirol-

Manual Verification. After merging, attack logs absent from
control sets undergo quality control. For each attack, platform,
and log configuration, logs flagged as divergent by the Visible
variable across the 10 sets are reviewed alongside Uconiror tO
confirm that only relevant features influenced the merge, and
against the payload definition to ensure the logs correspond to
the payload. In most cases, all attack tests agree on visibility.
When inconsistencies arise, we retain log lines present in more
than half of an attack’s tests and label an attack visible if
over 80% of test cases meet the criterion. These thresholds
balance inclusion and consistency, supported by §V-A, which
shows low log variability with a higher visibility threshold for
increased confidence.

V. EVALUATION

We now present our findings on the logs corresponding to
the attacks previously described in Table I, across the three
major cloud platforms. Results are presented for both default
log configurations (Def.) and additional log configurations
(Add.). Our analysis provides data to address the following
questions.

« RQ1: Do cloud telemetry logs provide (a) consistent and (b)
relevant data for detecting malicious activity (§V-A-§V-B)?
o RQ2: What categories of (a) affected resources and (b)

MITRE attacks are observable through cloud logs (§V-C)?
« RQ3: What specific information is found in the logs that

can be analyzed in relation to malicious activity (§V-D)?

Table V: Log Consistency: Average values are reported for
each platform’s default control log sets, with #,, representing
the set of all log counts for each test under a given platform
and attack.

Default Additional
Platform avg(#pa) Std(#pa) Myatio avg(#pa) Std(#pa) Mratio
GCP 10.3686 0.0606 1.0672 29.1714 1.0657 1.0698
AWS 8.4667 0.6450 1.4361 242114 0.9773 1.3942
Azure 9.2387 2.7240 1.8409 11.8743 1.9760 1.6942

« RQ4: Do non-default logs provide additional insights into
malicious activity, and what is the cost associated with
collecting these extra logs (§V-E)?

A. Log Consistency

Data consistency is indicative of effective downstream log
analysis. As described in §IV, to perform our visibility analysis
we ran each control and payload scenario 10 times. We now
present an analysis of log consistency for the control scenarios
with data shown in Table V. We analyze the logs generated
from the control scenario, as they serve as training data for
downstream anomaly detection. We analyze each dataset after
the cleaning step, described in §IV-C, as easily filtered logs
do not accurately reflect the consistency of the analyzed logs.

We denote the number of log entries produced for a given
control scenario pertaining to attack, a, and platform, p, as
the set #,4, Where each item in the set is the number of log
entries for a given test for the relevant scenario. We measure
numerical log consistency with the standard deviation in the
number of log entries produced, std(#pa), for each control
scenario.

To measure log data consistency, we examine the control log
overlap between tests for each platform and attack quantified
as Myatio = Mpa/(aVg(F#pa)) Where my,, is the number of
log entries in Ugpniro; for each platform and attack. Across
10 test datasets, an M40 Of 10 indicates no overlap, while a
value of 1 corresponds to complete consistency in log content
across runs.

Table V shows that all platforms are highly consistent, with
Myatio < 2. The GCP logs provide the most consistency
in both number and content of log entries. AWS increases
inconsistency but maintains a low coefficient of variation
of < 4%. Azure shows the most inconsistency, which is
expected due to the non-deterministic nature of the Azure logs,
discussed in §IV-C, where an unstable number of log entries
are generated for a single event.

Answer to RQla: Across all platforms, cloud logs show an
average coefficient of variation in log entry counts for each
#pa of 10.27% for default logs and 8.15% for additional logs.
Combined with low std(#,,) and m,.q;, values, this indicates
consistent logging, with GCP being the most consistent and
Azure the least.

B. Attack Visibility

We present Table VI with our findings on log visibility for
each of the 35 attacks. For the GCP and AWS platforms with



Table VI: Visibility Per Attack, Platform, and Log Config.

GCP
Def.  Add.

AWS
Def.  Add.

Azure

Attack ID Def.  Add.
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the default logs enabled ~ 45% of the attacks tested were
visible in the logs, and for Azure ~ 48% are visible. When
additional logs are enabled, the overall visibility increased to,
~ 88%, ~ 71%, and =~ 65% for the GCP, AWS, and Azure
platforms, respectively. We find strong visibility consistency
across platforms within the default log configuration, indicat-
ing that relevant log information is similar across platforms.
The highest visibility is found with the GCP additional logs,
likely due to the inclusion of ‘Data Read’ logs, which capture
both Cloud Storage actions and Virtual Machine access events,
with the latter having low visibility with AWS and Azure.

Additionally, full-scale attacks often include multiple
MITRE attack actions, increasing the probability that at least
one attacker action will produce observable log evidence.
Answer to RQ1b: Our experiments show that between
~ 42% and = 88% of attacks exhibit evidence in the cloud
logs. Table X further explores the relevant data supplied
in this log evidence.

C. Categorical Visibility

Categorizing attacks by resource is appropriate, as many log
types are intrinsically linked to the resource involved (§IV-B).
Table VII shows the fraction of visible attacks grouped by
resources for each platform and log configuration. As noted in

Table VII: Visibility Per Resource

Resource Atk. # Default Addtional
GCP
Storage 16 0.563 0.938
1AM 12 0.583 0.75
VM 13 0.308 1
SQL 3 0 1
Event Sub. 4 1 1
AWS
Storage 15 0.6 0.933
IAM 12 0.583 0.667
VM 10 0.3 0.3
SQL 3 0 1
Event Sub. 4 1 1
Azure
Storage 15 0.6 1
1AM 12 0.5 0.667
VM 10 04 0.4
SQL 3 0 0
Event Sub. 4 1 1

Table I, many attacks involve multiple resources; therefore, a
single attack is counted under all relevant resource categories.
Event Subscription attacks are always visible, as they in-
voke cloud-hosted functions that generate extensive logs upon
initialization. The visibility of the storage attacks is highly
consistent across platforms and almost doubles in average
visibility when the additional logs are implemented. This im-
provement occurs because file access events are not recorded
by default on any platform and but can be explicitly enabled.
Similar consistency across platforms is seen with the IAM
attacks, which overlap frequently with the Storage attacks. VM
attacks show low visibility except in GCP Additional Logs,
where SSH requests can be captured; otherwise, VM activity
is not transmitted, leaving many actions absent from the logs.
None of the platforms collect SQL-specific logs by default.
This can be enabled for forwarding to the telemetry logs in
some capacity for select SQL implementations. In our testing,
these logs were collected on GCP and AWS using MySQL. On
Azure, where Serverless SQL was required due to automated
authentication limitations, only SQL Error logs were collected.
Answer to RQ2a: We find high consistency in resource
visibility across platforms. Over 50% visibility is achieved
for all resources except VM and SQL, highlighting the
potential for future work leveraging cloud telemetry logs
to detect attacks involving Storage, IAM, and Event Sub-
scription resources.

Table VIII groups attack visibility by MITRE category
across platforms and log configurations. With the default log
configuration, at least one attack is visible in each category,
except Command and Control, which is not visible on any
platform. Likewise, Initial Access and Lateral Movement are
detectable only on AWS. Enabling additional logs increases
visibility: Command and Control becomes observable on GCP,
Lateral Movement is detectable across all platforms, and Initial
Access shows improved visibility on both GCP and AWS. This




Table VIII: Visibility Per Mitre Category

Default Additional
Mitre Category Atk. # GCP AWS Az. GCP AWS Az
Collection 4 025 025075 0.75 0.75 ['1.00
Command & Ctrl. 2 0.00 0.00 0.00 | 1.00 0.00 0.00
Credential Access 4 0.50 050 0.25 0.75 0.50 0.50
Execution 3 0.67 0.33 0.33 | 1.00 033 0.33
Exfiltration 2 1.00 1.00 1.00 1.00 1.00 1.00
Impact 8 0.38 038 050 0.88 0.88 0.88
Initial Access 3 0.00 0.33 0.00  0.67 = 1.00 | 0.00
Lateral Movement 2 0.00 = 0.50 0.00 | 1.00 0.50 0.50
Persistence 6 0.83 0.67 0.83 1.00 0.83 0.83
Privilege Escalation 1 1.00 1.00 1.00 1.00 1.00 1.00

Table IX: Log Feature Information

AWS  Azure GCP
Action 3 8 2
Success 0 3 2
Caller 3 2 3
Event ID 1 4 0
Log ID 2 0 1
Log Type 3 1 2
Resource 2 8 5
Time 1 2 2
Total 15 28 17

behavior is consistent with the underlying attack mechanisms.
Both Command and Control attacks involve sending malicious
requests to cloud-hosted virtual machines which show much
higher visibility in GCP Additional than in any other case as
previously discussed.

Answer to RQ2b: In the default log scenario, the “Com-
mand and Control” category was undetectable on all
platforms, and “Initial Access” and “Lateral Movement”
attacks were undetectable on Azure and GCP. All other
categories exhibited some visibility across all platforms.
The degree of visibility observed highlights which cate-
gories should be prioritized in future research and security
implementations involving cloud telemetry logs.

D. Log Features and Log Data Syntax Comparison

We analyze the consistent information available in cloud
logs. Each cloud platform produces different telemetry logs,
with variations based on factors such as event trigger, accessed
resources, action type, and enabled log information. To fa-
cilitate a fair comparison, our analysis focuses solely on the
default logs.

We begin by identifying the most common log features
for each platform, comparing all datasets collected from both
control and attack scenarios, and retaining only the features
that appear in every dataset for a given platform. This results in
17 consistent features throughout the GCP logs, 57 in Azure,
and 15 for AWS. We describe the actual occurrence on the
cloud system as an “event”, a single event can produce none,
one, or multiple cloud log entries. We additionally define a
“caller” as the user or resource that initiated the event.

Further analysis of the Azure log features shows that 23 of
these features are nested in the “Claims” JSON web token,
used to authenticate a user. We therefore consider these to
be one singular feature as many of the values are duplicates
of other features such as event or resource identifiers. We
also exclude 7 additional features provided by Azure from our
analysis due to duplication. This results in 28 unique Azure
log features for analysis.

We categorize the collected features for each platform into
broader information-based categories, shown in Table IX,
based on cloud platform provided information and our col-
lected logs [36], [28], [12], [13], [14]. We find that in all
cases, all default logs analyzed provided information on the
action taken, the event caller, an event or log identifier, the
type of log, the resource accessed by the action or caller, and
the time at which this event happened. We find that GCP only
applies an identifier to the log entry, not the event, which
reduces the ability to tie different events shown in the log
together. Alternatively, Azure supplies multiple levels of event
identifiers but does not provide log entry-specific identifiers.
AWS provides both event and log entry identifiers, but contrary
to GCP and Azure, does not consistently provide information
on the success of actions.

To examine the attack information captured in cloud logs,
we analyze the abnormal log entries for each scenario. We
break down our visibility definition into 3 visibility categories:
Full, Partial, and None. Where “Full” visibility requires that
all malicious payload details are identifiable from the payload-
generated logs; specifically, the action, actor, and affected
resource must be logged. For example, PE.O, Access To-
ken Manipulation, where the action taken was to create a
service account key and the logs show the action “create-
serviceaccountkey” and the specific service account used to
call this action. “Partial” visibility applies when logs exist
but lack sufficient detail to identify malicious characteristics,
describing attacks where the exact actions taken were not
clear or a portion of the malicious events were reported but
not all actions taken created a log, such as in P.0, Account
Manipulation, where the malicious action is to both grant and
remove a service account role but the action reported in the
logs simply shows “‘setlamPolicy”. “None” visibility indicates
that either no abnormal logs were discovered, or the abnormal
logs do not clearly map to the payload actions.

To compare these two sources, we use a pretrained sentence-
transformer model to generate embeddings for all observed
commands and log events. Actions are clustered semantically
grouping similar operations such as “create,” “insert,” and
“enable,” while keeping opposing actions like “create” versus
“delete” separated. This allows the system to match each
expected payload action to the most similar audit-log action,
even when the names differ across platforms or abstractions.
By testing each payload command for inclusion in the log
events, we quantify whether each payload action is clearly
reflected in the logs (full, partial, or no visibility).

This method provides a consistent cross-platform represen-
tation of actions, but it also introduces cases where platform-



Table X: Attack Information, where each column shows the
“Abnormal / Total” where “Total” reports the average number
of logs for each attack scenario and “Abnormal” the average
number of abnormal logs, indicating an attack. We shade the
cells Dark Green, Medium Yellow, and Light Red to indicate
“Full”, “Partial”, and “None” visibility levels

GCP AWS Azure

Def. Add. Def. Add. Def. Add.
C.0 4/6 3/9 10/ 26
C.1 0/7 0/44 0/5 4718 5715 51792
C2 0/10 2/20 0/17 0/35 1/15 2/8
C3 0/3 0/4 0/13
CA.0 0/0 0/0 0/0 0/2 0/0 0/0
CA.1 3/10 4719 8 /40 0/6 0/6
CA.2 0/9 1/27 2/9 0/13
CA3 1/6 2/10 0/0 0/0 1/8
CAC.0 0/12 2/24 0/15 0/34 0/12 0/17
CAC.1 0/12 2/24 0/17 0/33 0/12 0/16
E.0 1/11 2/16 1/3 1/4
E,l 0/16 0/36 0/14 0/20

0/12 2/22 0/16 0/33 0/14 0/16
ExO 5/12 11/24
w SSEIEEA  hin
I.O 0/1 0/3 1/3 1/4
I.1 1/2 0/2 0/8
1.2 1/5 1/8
13 0/3 0/5 0/7
14 0/2 0/2 1/8 0/6
L5 2/19 5732 71722 15/ 46 3/18 51731
1.6 0/2 0/0 96/120 0/1 0/3
1.7 0/1 2/12
1A.0 0/2 0/0 6 /30 0/1 0/3
1A.1 0/2 3/36 0/0 5730 0/1 0/3
1A2 0/0 0/0 1/2 2/4 0/1 0/1
LM.0 0/12 2/22 0/16 0/35 0/14 0/16
LM.1 0/13 3/29 1/8 0/15
PO 2/2 5/5 2/4 2/5
P.1 0/1 1/2 1/3
P2 1712 14721 1846 /2465
P3 22 /33 40/ 68 3730 1/13
P4 5715 10/ 33
P5 0/12 4726 0/16 0/33 0/12 0/16
PE.O 719 1/6 1/10

specific terminology may be misaligned. For example, Azure
CLI commands may refer to file systems using the abbrevi-
ation ‘fs’, while the corresponding logs record these opera-
tions under the ‘storageaccounts’ service. To mitigate these
inconsistencies, we manually supplied the encoder with a
set of partial-string mappings so that semantically equivalent
platform-specific terms are normalized before clustering.

This analysis is presented in Table X, where we also report
the average number of logs and the average number of abnor-
mal logs detected for each attack and log configuration. As
expected, in both configurations, a higher number of abnormal
logs often corresponds to the “Full” visibility label. Attacks
targeting data in storage are generally fully visible. However,
attacks that modify storage settings, such as 1.7 (Inhibit System
Recovery), or access files, like CA.2 (Steal Application Access
Token), are only partially visible. Additionally, we find that
nearly none of the attacks involving virtual machines are fully
visible, as the abnormal logs only show access to the machine
without detailing the actions performed on it.

Answer to RQ3: All default logs analyzed across plat-
forms provided information on the action taken, event
caller, type of log, resource accessed, event time, and an
event or log identifier. Semantic analysis of logs compared
with payload actions reveals that only about half of the
visible attacks have all actions specifically shown in the
log data.

E. Log Configuration Cost Comparison

Monetary Cost. Throughout our testing we run 10 test
cases for each of the 35 attacks in both the control and
attack scenarios. Overall, enabling the additional logs on all
platforms resulted in extra storage and logging costs of less
than $1. However, for larger systems, the additional logging
and storage costs may incur noticeable costs. For example,
when comparing default and additional log configurations
on the Azure platform, the generated log data amounted to
approximately 0.066 GB and 0.202 GB, respectively. This
indicates that enabling the additional logs in Azure results
in over 200% increase in storage costs. For reference, Azure
currently provides pay-as-you-go pricing for Analytics Logs
and Basic Logs, with prices of $2.99 per GB and $0.65 per
GB respectively [5].

Performance Overhead. We additionally test the performance
overhead of enabling additional logs with attack 1.1, Data
Destruction. This attack shows a large discrepancy in logs
generated between the Default and Additional log conditions
on all platforms and is therefore a good indicator of additional
log performance overhead. We run this attack under both
default and additional log conditions 3 times each, recording
the total time the attack took to run for each log configuration
and platform. We find through this analysis that the GCP,
AWS, and Azure logs incur a -0.40%, 2.81%, and 1.28%
performance overhead, respectively, when the additional logs
are enabled as compared with the default logs. We also find
that the standard deviations of the AWS and Azure platforms
in the default scenario are 10.14 and 6.48 seconds, which
is 4.48% and 1.13% of the mean, respectively. We find the
performance overhead of implementing the additional logs to
be insignificant.

Answer to RQ4: As shown throughout §V, collecting
additional telemetry logs can increase attack visibility by
up to 50 percent, seen on the GCP platform. In high-usage
scenarios, these logs may incur monetary costs, but testing
shows no noticeable performance impact.

F. Machine Learning Concept Validation

We provide a simple proof-of-concept with a machine
learning-based anomaly detection mechanism employed to
learn the typical log structure and content from each cloud
platform and identify anomalous logs.

Architecture. We implement a Variational Autoencoder uti-
lizing Long Short Term Memory (LSTM) layers. As discussed,
each log consists of a nested JSON object which can be
flattened into a single feature set where each feature label is the
JSON key and the feature value is the JSON value. With each



log as a single instance, i.e. row, containing multiple features,
i.e. columns, we can translate our logs into a two-dimensional
time-ordered dataset.

Autoencoders are commonly used for anomaly detection
in multi-dimensional datasets, examples include [34], [47],
[3]. In an autoencoder system, two distinct neural networks
are utilized: the encoder and the decoder. The encoder pro-
cesses an input, X, compressing it into a lower-dimensional
representation, z. This is then passed to the decoder, which
reconstructs the original input by expanding z back to the orig-
inal dimensionality, yielding the output X’. The reconstruction
loss is computed as the mean squared error between X and
X', quantifying the information loss during the dimensionality
reduction and reconstruction process.

The system is trained in an unsupervised manner to capture
essential features of control dataset, X;. During the inference
phase, any log entry in unseen dataset X, with a reconstruc-
tion loss above a defined threshold is flagged as anomalous
relative to the training dataset. In this manner, we detect
individual log entries that may be anomalous, potentially
indicating malicious behavior on the cloud system.

For our approach, we use a variational autoencoder (VAE),
proposed in [21] and further explained in [22]. Unlike standard
autoencoders, the encoder in a VAE maps the input to a prob-
abilistic latent space rather than a deterministic one. The VAE
approach is often used in place of a traditional autoencoder,
such as in [3], due to its probability distribution learning,
providing a greater understanding of sample probability and
reducing data memorization.

The timing and sequence are crucial for tracing user actions
and identifying anomalies. Due to this time-dependent nature,
we employ an LSTM neural network architecture for both the
encoder and decoder. The architecture of an LSTM is specially
tuned to learn time series data and is commonly used in log-
based anomaly detection [17].

Results. We evaluate the collected cloud logs for machine
learning anomaly detection using the control logs collected
in §V, split into training, validation, and testing as 50:20:30,
respectively. To increase the training dataset size, training
data is augmented with random noise at each training round.
We train a VAE, as described previously, for each attack
individually, then test the attack data and holdout control
data to assess detection through anomaly analysis. For each
platform and log configuration, Table XI reports the number
of detected attacks and falsely detected control datasets, along
with the average true positive and false positive detection rates.

We present our findings by distinguishing visible attacks
from those without visibility, as shown in §V-A. It is expected
that, when the attack is not visible in the log data, the attack is
not detected by the anomaly detection system. We are able to
detect 35% or more of the visible attacks in all scenarios. This
relatively low number is not unexpected because, as shown
in Table X, most of the attacks in the default configuration
are visible in only 1 or 2 logs. Additionally, compared with
the total number of logs collected, the amount that are truly
connected to an attack event is relatively low. Although there

Table XI: Anomaly detection results. “T.P” and ‘F.P’ denote
the true and false positive rates, respectively; ‘Acc.’ is the
overall accuracy. ‘Vis.’, ‘Inv.’, and ‘Ctrl.” refer to the number
of detected Visible, Invisible, and Control attacks, shown as a
fraction of the total attacks in each category.

Platform Log T.P F. P Acc. Vis. Inv. Ctrl
GCP Def. | 0.654 0.044 0977 9/15 017  1/32
Add. | 0294 0.105 0.861 | 16/30 02 4/32
AWS Def. | 0.409 0.080 0.909 8/16  0/13  2/30
Add. | 0227 0.095 0.838 | 11/24 /9 533
Azure Def. | 0325 0.004 0.953 716 2/15  2/31
Add. | 0408 0.103 0868 | 12/23 1/11  4/34

are 35 attacks, the number of control attacks in each row is
not 35. This is because, for some attacks, the control condition
does not produce any logs and therefore no anomaly detection
system could be trained.

Case Study: Web Application.

Through our testing, we discovered that AWS Cloudwatch
has a currently implemented “Log Anomalies” function that is
available for use with collected telemetry logs. However, this
function is not very thoroughly documented nor is there hyper-
parameter tuning available to the user to assist with a deeper
understanding of the architecture of this mechanism. AWS
provides this description within the cloud web console, “Log
Anomaly Detection uses Machine Learning to automatically
monitor your logs and surface an Anomaly whenever unusual
behavior such as a new ERROR message or a large increase in
logs occurs. [...] Each anomaly is based on a Pattern, a shared
text structure that recurses among your log fields.” [37]

To evaluate whether this AWS function fully leverages
the information we identified as available in the logs, we
simulate a cloud subscription hosting a website with frequent
SQL requests and occasional modifications to users, virtual
machines, and storage. We run this scenario for 24 hours to
create a control log set, sending all logs to AWS CloudWatch.
We then train an AWS Anomaly Detector on the CloudWatch
group and use the same log set to train a variational au-
toencoder as described in §V-F. Following this control log
collection, we enable the trained AWS Cloudwatch anomaly
detector and continue to run the relational database system
with frequent SQL requests while simultaneously running
each of our control and attack scenarios 3 times each for
all 35 attacks. Through this test, we find that the currently
implemented AWS anomaly detection system does not detect
any of the 35 attacks tested. In contrast, our simple VAE
implementation detects 10 of the 35 attacks while falsely
labeling only 4 control log sets when trained on the control
web application simulation logs. Based on this experiment
as well as the brief description of the anomaly detection
function provided by AWS, we postulate that this system
is not designed to discover anomalies unrelated to ERROR
messaging. Furthermore, although the description indicates
that ‘large increases in logs’ can be labeled as anomalous,
Attack 1.1 is not detected despite generating over 100 logs.



VI. RELATED WORK

Cloud attacks encompass both traditional attack methods
targeting on-premise environments [40], [35], [26] and cloud-
specific attack vectors. The latter includes vulnerabilities in
management interfaces, network protocols, APIs, and other
components unique to cloud architectures. Such attacks can
lead to severe consequences, including unauthorized access
to sensitive data, service disruptions, and financial losses. To
detect these threats, log-based attack and anomaly detection
techniques have been developed and studied extensively over
the years. Due to the longstanding research interest in this
area, there are numerous survey and review papers providing
its comprehensive overviews [24], [33], [20], [10], [2], [9].

Most existing studies focus on system logs for detecting
security threats and failures [32], [7], [31], [41], [8], [19],
[45], [43], [46], [27], [30], [25]. These works primarily aim
to improve detection accuracy by modeling patterns in system-
generated events, often using deep learning techniques tailored
for structured or unstructured log data such as OpenStack
dataset and network traffic data. For example, DeepLog [!7]
and LogRobust [44] apply LSTM-based models to system logs
to predict or embed log sequences for anomaly detection.
Although these approaches demonstrate promising results,
they depend on system-level logs that are often not readily
accessible in public cloud environments.

Only a few works [!], [39] have explored the use of
real-world cloud telemetry logs. Notably, prior research has
focused exclusively on logs from Infrastructure as a Service
(IaaS) resources, leaving a significant gap in the study of logs
generated by Platform as a Service (PaaS) and Software as a
Service (SaaS) environments, where provider-generated logs
are especially valuable due to limited user access to system-
level logs. Agrawal et al. [1] proposes a Principal Component
Analysis for anomaly detection on Amazon Cloudwatch server
metrics consisting of CPU utilization, memory utilization, and
disk I/O data. However, their focus is on identifying unusual
behavior rather than security threats. Sun et al. [39] utilizes
a support vector machine system to analyze virtual machine
usage metrics, operations, monitoring, and updates aimed at
anomaly detection. It targets only anomalies related to rolling
upgrades, which is one of DevOps operations. Both of these
works are limited to AWS virtual machine environments and
do not incorporate alternative platforms or types of resources
provided by cloud systems. Moreover, they target specific
operational scenarios rather than conducting a comprehensive
analysis of telemetry logs. Therefore, a systematic analysis of
telemetry logs across different platforms and services is still
needed to understand correlation between logs and threats.

VII. CONCLUSION

Cloud telemetry logs, provided by cloud vendors either
by default or as optional features, offer a convenient and
vendor-integrated mechanism for monitoring and defending
cloud instances. Integrated and/or “implemented” by cloud
vendors, their content is customized to include information
for reliability and troubleshooting purposes. In this paper, we

systematically evaluate the capability and cost-effectiveness
of cloud telemetry logs as a viable alternative to traditional
network-based and/or host-based IDS tools. Our evaluation
shows that 45~48% of 35 realistic attacks with different types
of ATT&CK framework are visible by the default logs. By
including additional logs, detection coverage improves signif-
icantly to 65~88%, depending on the platform. Furthermore,
we present that a lightweight variational autoencoder can
detect these attack-induced logs with up to 65% true positive
rate, demonstrating the feasibility of effective telemetry-based
cloud defense.

Limitations and Future Work. We adopt a controlled exper-
imental setup with a single cloud subscription and one user
per platform to ensure reproducibility and isolate the impact
of specific attack behaviors on telemetry logs. While this setup
does not aim to exhaustively cover the full diversity of real-
world cloud deployments, it enables a focused and systematic
analysis of the security-relevant signals in cloud telemetry data
in a controlled way. This design serves as a foundational step
toward establishing the viability of leveraging cloud telemetry
for attack detection across heterogeneous platforms, providing
a baseline for future extensions to more complex, multi-tenant
environments.

We evaluate both default and extended telemetry log con-

figurations as available across major cloud platforms as of
2024. Given the ongoing evolution and refinement of cloud
telemetry by service providers, we acknowledge that the
detection surface reflected in these logs may improve over
time. Our study offers a timely snapshot of current capabilities
and establishes a methodological foundation for longitudinal
tracking of telemetry log enhancements and their security
effectiveness in future work.
Ethical Considerations. The study is exploratory in nature
and does not introduce new attack vectors or vulnerabilities.
All experimental work was performed in a fully isolated,
controlled cloud environment using our own dedicated ac-
counts and instances. The research dataset was exclusively
generated within this restricted experimental setup. Due to the
controlled nature of the attacks, we did not find cause for
extensively reporting attacks undetected by currently available
cloud applications (e.g. AWS CloudWatch Log Anomaly).
However, to ensure full transparency, we have submitted our
findings to AWS.
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APPENDIX
A. Detailed Log Configuration

While the default log configuration is simply that which
is available without any changes made to the log collection
process on a single user subscription as of 2024, here we state
the exact cloud log configurations utilized for the additional
log configuration on each platform.

The GCP platform provides additional audit logs from those
enabled by default. We enable the “Admin Read”, “Data
Read”, and “Data Write” audit logs for monitoring resource
usages at the organization level. Where “Admin Read” allows
logging of organization-level read actions such as listing IAM
service accounts or roles and viewing resource configurations,
metadata, or security settings. We set the general_logs
flag to on when creating our SQL database to allow for general
log forwarding to the cloud platform log collection.

On the AWS platform, to collect additional logs, we enable
AWS CloudTrail and logging for all basic events provided
by AWS. This enables logging for three “Data events”. “S3”,
“Lambda”, and “DynamoDB”, for all current and future re-
sources created in each of these categories as well as all
regions and functions. The logs collected by this CloudTrail
are forwarded to an AWS CloudWatch group where they are
able to be easily downloaded by the user. We additionally
enable the SQL general logs each time a SQL database
is created through AWS, which are forwarded to an AWS
CloudWatch group to be analyzed with the platform-generated
logs.

On the Azure Platform, we enable Azure diagnostic settings
at the subscription level to collect the logs in the categories
of “Security”, “ServiceHealth”, “Alert”, “Recommendation”,
“Policy”, “Autoscale”, and ‘“ResourceHealth” inside of a re-
source group workspace. This does not give specific resource-
level logs such as data read and write or virtual machine access
events. We therefore also enable resource-level diagnostic
settings, however, these must be set after a resource has been
created. We enable these settings for all created resources
directly before any payload event takes place to ensure that
all control resources have these additional logs enabled.

B. Parameter Sensitivity Studies

We present parameter sensitivity analyses for the two pa-
rameters defined in Section IV.C.

The first parameter is the percentage of test cases that
must contain attack-related logs for an attack to be considered
visible. In this work, we use a threshold greater than 80%,
which, given 10 test cases, requires at least 9 to produce

attack-related logs. Figure 1 presents results for thresholds of
50% and above. Illustrating that our tests A threshold of 90%
indicates that all test cases for a given attack generated attack-
derived logs.

The second parameter is the time window € used in Al-
gorithm 1. For our experiments, we use an adaptive € value
to account for differences in cloud provider logging speeds.
Specifically, € is computed as the average time between control
logs multiplied by a scale factor. In this work, we use a scale
factor of 50. Figure 2 presents results for varying scale factors
and shows that only AWS in the Additional Logs configuration
and Azure in both configurations exhibit changes in visibility.
The maximum observed difference is 14%, occurring in the
Azure Additional configuration.

Figure 1: Test Case Threshold for Attack Visibility Labeling

Sensitivity Study: Test Case Threshold Visibility
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Figure 2: Epsilon Scale for Attack Visibility Labeling
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